Using Fallback scenario instructions
1. TPP authenticates with a call to GET /service/TPP/Token
Accessing the service, hosted on https://online.tbibank.bg/service/TPP/Token with web browser, TPP has to provide the certificate which will be used for data encription. The response of the service contains token and its expiration date. The token is encrypted with the public key of the TPP as shown on Example 1
[bookmark: _Hlk31731332]Request: GET /service/TPP/Token HTTP/1.1
Host: online.tbibank.bg
Accept: application/json
Response ("Content-Type":"application/json; charset=utf-8"):
{
	"expirationDate": "2019-02-13T17:11:38.944609+02:00",
	"channel": 17,
	"encryptedKey": ""
}
Example 1
2. TPP decrypts the token with the private key of its certificate
3. TPP forwards the bank user to authentication site of TBI bank. TPP has to fill the encoding segment xml_id=/<languange>/tpp/ and decrypted token as shown on Example 2:
https://online.tbibank.bg/page/?xml_id=/bg-BG/tpp/&token=bcb0b8696f414e549dae0826aae0d7cb 
Example 2
4. [bookmark: _GoBack]The user provides its credentials for online banking. After successful authentication, authorised session is created. This session (login URL) is encrypted with the public key of the provided in Step 1 certificate. TPP has to create an encrypted cookie on the browser which will be used for access to the banking portal.

5. TPP retrieve encrypted login URL and cookie data with POST request on followin address : https://online.tbibank.bg/service/TPP/Token?token=<token> as shown on Example 3
Request: POST /service/TPP/Token?token=f0165beefb644ae2957454ab86fda46d HTTP/1.1
Host: online.tbibank.bg
Accept: application/json
Response ("Content-Type":"application/json; charset=utf-8"):
{
  "cookies": "",
  "url": ""
}
Example 3
6. TPP decrypts received data with the private key of its certificate.
NB! Authorised session could be terminated by selecting “Logout” on banking portal. Once terminated, the user has to create a new session, completing again Step 3 from this instruction.  
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